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A Threat-Centric Approach

“Census design is focused 15" on data security to protect respondents’ data and 2" on user experience

)

so that respondents may confidently reply to the Census Bureau.’
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Elements of the Census Security Program

Baseline, Operate and Maintain a Comprehensive Cyber Security Program Tailored to the Census
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Layers of Security

So b

Respondent Self-Response

s

[st Census Field/Mobile MULTI-LAYER
Layer Workforce SECURITY STRATEGY
Edge protection
2nd Layer Q@ DATA IS
Managed Trusted Internet AGGREGATED FROM
Protocol Services (MTIPS) EACH LAYER TO
3rd |, ayer CREATE A TI-CENTRIC
. : . SECURITY PICTURE
Endpoint Detection and Response Security Operations Detection and
(EDR) . response (XDR) FEEDBACK LOOP
th @ MITIGATES THREATS
4 Layel‘ ( COLLECH ANALYZE AT EACH LAYER
Web Services o
S5th Layer
Security Operations RESPOND ﬁgz\% O —
: Respondent to Census
I Census Systems Securlty Operations 0 —
| COLLECT ANALYZE CENSUS FIELD Census to Respondent
1 EQ N 2 [ MOBILE DEVICES
| %I; tgzztrlllti:f Cloud RESPOND : Security Operations
|

Sensor Collection and

U.S. CENSUS BUREAU
census.gov

CUnited States™ U.S. Department of Commerce

ensus

cassssssssse Bureau

Economics and Statistics Administration

Tuning Feedback Loop

Security Operations



Intelligence Driven Security Operations

Searches internal networks for
any indications of Compromise
based on current and
emerging threats

* Prioritizes Advanced
Persistent Threats (APT) and
cybercriminal groups based on
motivation and capabilities Cyber Active

Threat Threat
Intelligence -~ Hunting

Enables Red Teaming
Forensics Penetration (Attack Simulation) and

Testing Blue Teaming
(Defenders)

e Supports Incident
Investigation
and Response
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