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INTRODUCTION

Official statistics are operating in a competitive and chal-
lenging environment—one that has changed significantly
over the last 20 years and accelerated greatly in recent
years. “The Fundamental Principles of Official Statistics”,
based on independence, impartiality, professional stan-
dards, ethics, accountability and transparency, give official
statistics an incredibly profound competitive advantage.
For traditional users of official statistics, the value and
importance of official statistics are undisputed.

Yet, for the average citizen, digital and social media
revolutions mean that more people have instantaneous
access to various data sources outside official statistics.
The 24/7 news cycle is a reality, trust in government is
decreasing and the “fake news” phenomenon is growing.

Now more than ever, timely and relevant data and sto-
ries produced by statistical organizations are essential

to healthy democratic societies since they remain the
only independent, impartial, trusted and reliable sources
of official statistics. For official statistics to be beneficial
to society, policy debate and decision making, they

must be known, understood, communicated and used.

The Strategic Communications Framework is intended
to compliment the, “Recommendations for Promoting,
Measuring and Communicating the Value of Official
Statistics?”. This publication, phase 1 of the project, was
developed by a UNECE Task Force composed of ex-
perts from national and international statistical organiza-
tions, and endorsed by the Heads of statistical offices of
more than 60 countries, showcases the value of official
statistics and provides recommendations for statistical
offices on ways to promote, measure and communicate
this value.

Strategic communication is a relatively new
concept for most statistical organizations, which
have traditionally focused their efforts and resources
on dissemination practices and systems.

In some statistical organizations, communication is
given little attention or is seen as a low priority. In
others, however, it is growing in importance as many
are realizing the value of effective communication

to maintain and enhance the relevance of official
statistics in today’s society.

Communicating official statistics is more than writing
press releases or answering user questions and
requests. Statistical authorities need a modern, proactive
communication strategy with clearly defined key
messages, and must use different channels to reach
various target audiences.

A strategic communication function can guide the
development and implementation of a communication
strategy. This has particular relevance for the world
of official statistics, where communication and
dissemination have traditionally focused on expert

users. With the changing environment, statistical
organizations must learn to communicate more effec-
tively and directly with citizens, and improve statistical
literacy across all audiences.

A productive, professional communication function
can help position the statistical organization to
succeed in this highly competitive environment.
Communication professionals can work in partnership
with the statistical organization’s leadership board
and staff to develop a communication strategy that
supports the statistical organization’s mission,
demonstrates the value of official statistics and
enhances the competitive advantage offered by
the statistical organization.

Recognizing the importance of strategic communi-
cation, the High-level Group for the Modernisation

of Official Statistics endorsed a priority project for
2018—the Strategic Communications Framework
Project. The objective of Phase 1 of the project is to
guide statistical offices in the development of a
strategic approach to protect, enhance and promote
the organization’s reputation and brand. Project
members—communication experts from across the
world with support from the United Nations Econom-
ic Commission for Europe—are pleased to present
the outcome of this work, the Strategic Communica-
tions Framework—Phase 1.

This phase of the project intends to help statistical
organizations maximize their corporate image through
proactive user consultation; engagement with and un-
derstanding of target audiences; channels, tools and
approaches designed to meet particular audiences’
needs; messages tailored to various audiences; media
engagement; and measurement of the results and im-
pact of communication activities. The framework also
includes proposed skill sets to support a professional
external communication program, a communication
maturity model and roadmap, and guidelines to create
a proactive response strategy to issues that have the
potential to cause reputational damage.

Phase 2 of the Project will build on the experience and
momentum gained in Phase 1and will focus on develop-
ing a strategic approach to internal communications and
stakeholder management/analysis in support of two pri-
ority topics for 2019 identified by HLG-MOS—Communi-
cating our value and Setting the vision. It will also explore
the experience of national statistical organizations in the
development of government-wide data strategies in sup-
port of a third HLG priority—National Data Strategies.

The framework and all its components are offered
as a guideline and are not intended to be prescrip-
tive. Statistical organizations are invited to use the
framework in its entirety, or to use elements that
help support their organization’s business model

and brand.

'Fundamental Principles of Official Statistics, http://www.unece.org/?id=3207
2 Recommendations for Promoting, Measuring and Communicating the Value of Official Statistics, http://www.unece.org/index.php?id=51139
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CHAPTER 1
ASSESSING THE STATISTICAL ORGANIZATION

m Branding

The purpose of this section is to define what branding

is as it relates to statistical organizations. It also
describes the process to position, develop, review,
confirm or redefine a brand.

111 What is branding?

A brand is much more than a logo (the badge an
organization wears), a visual identity (the colour
scheme and complementary theming across its
products and web estate) or a tagline (its purpose,
for example: data, evidence decisions). Branding is
all of these things and more. It is how the organiza-

tion is living its values and how it is presented to and

perceived by the public.

Branding is the process by which products or services

are distinguished from their competition. Branding
permits an audience to develop associations (e.g.
status, prestige) with these products or services; this
eases the decision-making process and can lead to
the generation of market leaders and dominators.

There is no single unifying definition of what branding
or a brand is and although a number of definitions
exist, with most following a similar thread, there are
often subtle differences depending on the market
environment (its pressures etc.) in any given country.

One consistency, however, is that a brand should
cover the breadth of organization. It should be the
golden thread that runs through all products and
outputs, it should be closely linked to the vision and

values, and it should resonate with all who encounter

it (from staff to stakeholders).

The following definitions provide a useful way of
understanding the many facets that will require
consideration when approach branding, and may
help to provide a route in to the challenge:

» A brand is a name, term, sign, symbol, or
design, or a combination of them, intended to
identify the goods and services of one seller

»

>

The Digital Communication,
User Analytics and Innovative
Products (DIGICOM) Project

is one of the eight ESS Vision
2020 portfolio projects. Atten-
tion has been paid to prevent
overlap and to complement the
ongoing DIGICOM branding
exercise.

or group of sellers & to differentiate them from
those of competition. (American Marketing
Association, 2012. ‘AMA Dictionary’)

A brand is more than a label employed to
differentiate among the manufacturers of a
product. It is a complex symbol that represents
many things... The net result is a public image,
a character or personality that may be more
important for the overall status (and sales) of
the brand than many technical facts about the
product. (Gardner, BV. and Levy, S.J. 1955. ‘The
Product & the Brand’, Harvard Business Review,
March/April)

A brand emerges as various “authors” tell stories
that involve the brand. Four primary types of
authors are involved: companies, the culture
industries, intermediaries & customers. (Holt, D.
B. 2004. ‘How Brands become Icons’, Boston:
Harvard Business School Press)
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11.2 Why is branding important?

A mature brand is part of an organization’s DNA.

It is the cohesive thread that runs through an
organization’s strategies, objectives and core purpose.
A strong, developed brand should be omnipresent
and should represent the organization’s

» personality—how it interacts with its stakeholders,

» identity—how others recognize it and the image
it portrays,

» reputation—how it is perceived and described
by others.

To stakeholders, a successful and distinguished brand
heralds quality and elicits trust. With that comes loyalty.
An organization’s brand should evolve and adapt to
organizational and environmental changes.

Branding plays a core role in an organization’s corporate
communications. Well-developed branding reinforces
what an organization says and does, while poorly
developed branding can undermine or confuse an
organization’s reputation.

Successful brand implementation will enable statistical
organizations to maintain their reputation for inde-
pendence and modernize their offerings, which will
increase their value in a world with more data and
increasing levels complexity.

A brand is important for statistical organizations
because it

» builds trust, gives you credibility and will
differentiate you from others who work in
the same or similar field/business,

» results in implicit reuse of your information
by users,

» demonstrates relevance,

» bridges the gap between how others perceive
you and how you live your values.

As a statistical organization,
you have a brand whether you
acknowledge it or not. Therefore,
it is important to control and
own your brand.

11.3 What to consider when branding a
statistical organization

One of the most important considerations when
developing a brand is to do so holistically; this facilitates
a smooth embedding process and ensures staff
remain engaged with the defined values. Internal
stakeholders remain as important as the perceptions
of those outside the organization.

Crucially, there is also no preset time in which a
brand needs to be re-developed. While a brand
should be under constant review to ensure it reso-
nates and aligns to a statistical organization’s vision
and values, there is nothing that dictates it must
change at any given point in time. Likewise, if the
ongoing reviews determine that a brand remains
viable, change should not take place just for the sake
of change.

Branding and its review is not a ‘do it once’ task; it is
ongoing and iterative.

The only other consideration is whether a strategic
re-branding — either wholesale or simply visual —
could be helpful following a crisis or significant
business change. The alternative would be to place
a significant focus of restoring the existing brand and
its values, with the communication team playing a
central role in this re-establishing process.

Figure 1 provides an overview of the considerations
for branding a statistical organization.
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Marketing
strategy

Implementation

Brand

Communi-
cations
Strategy

Visual
identity

Logo
Language
Brand guidelines

()
7%
@%
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Applications, Templates
Sting/audio
Pos. statement

__________________________________________________

The following paragraphs describe the activities, »
featured in Figure 1, that should be considered
when conducting a branding exercise.

>

114.31 Position
Definition — define your desired brand
» At the most senior levels of the organization,

define how the organization wants to be
identified by society.

>

» Using thorough horizontal-scanning, identify
where your organization holds a unique space
in the market place, or agree the appetite for
competing against others and the unique selling
point of the statistical organization.

»

» Explore the vision, mission, values and
corporate strategy.

Figure 1. Considerations for branding a statistical organization -

Assess

Customer
Engagement

Surveys

ex\?“\e'\a

Environment
scan

Evaluate

Vision

Values

Definition

Mission

Corporate
strategy

Desired
identity

_________________________________________

Elaborate the values (e.g., trust, impartiality,
timeliness, quality, relevance), mission and
position in society.

Break down the brand into components such
as visual, physical and behavioural. Think about
how each component should look.

Assess — the actual brand

Ask about how are we really doing. This could
include considering visual identity, current
values, mission, corporate strategy, physical
components, behavioural components, staff
consultation, etc.

Conduct a gap analysis (gap between desired
and actual).
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Visual identity — Understand your perceived
brand (reputation)

»

»

Assess the public’s reaction to your brand com-

ponents (visual identity; current values, mission
and corporate strategy; physical, behavioural
and external influences; competitors; and
societal relevance). Consider consumer or
public opinion research, environmental scans,
and benchmarking information.

Conduct a gap analysis (gap between actual
and perceived brand).

11.3.2. Develop

»

Test

»

Develop visual identity (logo, language, brand
guidelines, templates, audio, signage [e.g., for
your building] and positioning statement that
assesses the gaps between the actual and
desired positions.

Test with internal and external audiences to

confirm that branding is understood and mean-

ingful, paying particular attention to ensuring
the changes advance the organization from
its actual to desired state.

11.3.3.

»

>

Embed

During the implementation phase, embed
the brand in the communications strategy,
marketing strategy, staff engagement and
customer engagement.

Ensure the brand is represented in every part
of your organization, remembering that it is the
ever-present ‘golden-thread’.

11.3.4. Evaluate (potential link to DIGICOM)

»

»

ahl Figure 2. Positioning the brand

Desired brand | °ve°™®

Defined by board

Conduct surveys and environmental scans
(measurements: media monitoring, media
analysis, public engagement and levels of
usage of data).

If successful, the actual position replaces the

desired one with the gaps filled. It is now time
to continuously review and address new and

emerging gaps.

l Projection ‘

Actual brand |°v¢°™ |perceived brand

Current position within
the organization

t Evaluation & iteration '

In the minds of the public

10
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m Communications Maturity Model

This section provides a Communications Maturity Model
(see Figure 3) designed to help statistical organiza-
tions gauge their current external communications
maturity, and to propose areas for improvement.

The following are the main applications of the model:

»

»

»

The

N

o kW N

Descriptive: The maturity model serves as a
diagnostic tool that enables national statisti-
cal institutions to assess where their current
capabilities lie in terms of their external commu-
nications activities and, therefore, their current
maturity level.

Prescriptive: The maturity model can be
used to identify desirable maturity levels. The
model suggests actions to reach a desired
maturity level.

Comparative: The maturity model serves as
a comparative tool since it allows for external
benchmarking among other organizations.

model sets out five maturity levels:
Initial

Reactive

Structured and proactive
Managed and focused

Continuous improvement

Within each level, capabilities that are most relevant
to the field of communications are set out as follows:

»

»

»

»

»

»

»

»

organizational level / leadership /
management policy

strategic orientation
media engagement
people

processes
technology

budget

metrics

High-level criteria are described for each capability
level to help statistical organizations evaluate their
performance and identify a path forward.
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Figure 3. Communications Maturity Model

Communications Function

Maturity Model

Initial

Organisational
Level / engage with
Leadership / .
Management
Policy
Mo Communications
Strategy in place or
communicaticns
processes inplace.
Strategic
Orientation
Mo proactive engagement.
Media interactions only
happens when enguiries
received
Media
Engagement
People
el 10
internal
protoc
Mo formal relationship
1o the product
communie
Processes
Technology
Mo dedicated
communications budget.
Spending and staffing ad
Budget hoc.
Metrics

Structured &

Reactive Proactive

Communications Strategy
in place.

1o

identified.

Trial and error approach
dominates,

Learning who key medi

are but ad hoc con
about how to build
relationships with them.

Froc

Emergenc
partnership :
b

Improved
additional infr
place

Minimal budget for
isalated activ

Staff in place.
Budget in place.

Part time staffing.

Managed &
Focussed

Communications Strategy
living document
within the arganisation

Investments in people,
processes and procedures
to support strategy.

Relationship building
in place supported
Communicatio

bedia Relations pr

in place

Tallored communications
and content strategy in

and communicated.

ned production

Fit for purpose
budget designed 1o
support strategic
communications.

Continuous
Improvement

Sustainable, agile strategy
in place that praduces
results and creates
measureable value.

Formal engageme
processes,

Fully resourced and
viewed as priority by
senior executive,
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Skill sets of a professional
external communications
program

To operate effectively in today’s highly contested
environment—characterized by a fast-paced 24-hour
news cycle, vitriolic social media and fake news—
high-performing statistical organizations have
established and well-resourced professional external
communications programs.

Professional communications programs will look
different from one statistical organization to another,
depending on their organization’s needs, objectives
and available resources. There is no preferred or
recommended structure. However, there are eight
broad functional areas that an external communica-
tions program could include:

» leadership and management

» strategic communication and
brand management

» media relations

» content creation

» website management

» stakeholder engagement

» social media

» digital media, graphic design and data visualization

Statistical organizations traditionally do not have a
great understanding of communication. Effective

communication requires qualifications and experience.

Communication without these requirements risks
not being taken seriously and becoming a dumping
ground for unwanted staff. Qualifications are therefore
important. As a general rule, a professional communi-
cations function will employ staff with either

» professional qualifications (e.g., communica-
tions, journalism, marketing, advertising,
multimedia/visualization production, channel
management or a related field)

» qualifications through relevant experience (the
more experience, the more senior the position)

While some people without either qualifications or
experience may work in a communications area, to
maintain professional authority, they should be the
exception (below 10%).

A range of more specific skills is also required.
Figure 4 outlines typical skills required and provides
a possible arrangement of these skills against the
eight functional areas.

Communication skill sets in an organization can
either be developed in-house or can be outsourced.
The type of skill set needed in a statistical organi-
zation also depends on the level of maturity of the
organization (see section 1.2). The more mature an
organization, the less likely it is to outsource tasks
and skills.

For example, in a communications organization with
an “initial” or “reactive” maturity level, the following
skill sets might be partially or completely outsourced:

» social media (excluding strategy development)
» website management / most website tasks
» digital design and data visualization

» media relations elements, such as monitoring
or event planning

» content creation elements, such as new
multimedia production

STRATEGIC COMMUNICATIONS FRAMEWORK—-PHASE 1
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« Stakeholder/relationship management (including online communities)
« Written and verbal communication

« Account management

« Stakeholder planning/mapping

« Monitoring and evaluation

- Government relations

« International relationship building and partnerships

« Media monitoring and analysis
« Issues management
« Reactive media engagement
(e.g. pitching stories, partnering)
- Data Journalism
- Event Management (e.g. press conference)

Stakeholder
engagement

Medias

« Social media strategy relations

- Social media monitoring and analysis

- Digital marketing and advertising
(including search engine optimization)

- Engagement management (interaction
with communities, influencers)

- Services delivery — social media can be
used to answer client questions/client
contact centre

« Graphic design

« Photography

« Videography

« Video editing

« Animation

« Infographics

« Data visualisation

Digital,
Social design

media and data
Management visualisation

& Leadership

- Web master

« Web design/User centered design
- Web analytics

- Web design

« Web writing and editing

- Web architecture

« Content management

Website
management

« Content writing — for various formats
and channels including website, social
media, media, scripts, blogs, data visualisation
« Speech writing
- Data analysis and story telling
- Editing and copywriting

Content
creation
Strategic
communication
and Brand
IT architecture and security etc. usually handled by agency IT team. Management
«+ Research and analysis including market research
« Strategy development, implementation and evaluation
(including government campaigns e.g. for Census)
« Behavioural economics

« Horizon scanning/environmental analysis

« Project and resource management, planning
and organisation

« Public Relations

« Advertising

« Account management

« Event management

« Procurement and contract management

« Channel identification and implementation
« Brand management and brand image

Most communications organizations tend to recruit or
develop the following skill sets in-house:

Each statistical organization has to assess the local

environment and business operations to determine

) which skill sets must be maintained in-house, compared

» management and leadership ) - o .
with the efficiency or practicality of outsourcing.

» strategy development (e.g., in social media

and strategic communications) No single organizational structure or combination of

skill sets will work for every statistical organization. This
includes the selection and training of official spokes-
persons. Depending on the situation and the nature of
the communication, the official spokesperson may be a
communications professional or a trained subject matter
expert/analyst. The aforementioned skill sets are not

» basic content creation and production/
dissemination

» stakeholder relations management,
public relations

The number of financial resources available is also

a consideration when organizations determine
whether to develop (in-house) or to buy (outsource).
For example, outsourcing the creation of digital and
visual content (e.g., infographics, video and online
applications) in larger volumes might be more expensive
than producing that content in-house. However, if the
organization only uses this type of content occasionally,
then outsourcing may be a more practical approach.

prescriptive, and structures will change and evolve
depending on the demands of the statistical organiza-
tion at a particular time.

14
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CHAPTER 2
DESIGNING AND IMPLEMENTING
STRATEGIC COMMUNICATIONS

This chapter offers guidelines on how to create

an external communications strategy and how to
develop an issue and crisis management strategy—
both of which are critical elements of an effective
communications program.

Guidelines for creating an
external communications

strategy

This section outlines the main elements and steps
for developing a comprehensive external commu-
nications strategy, and provides suggestions for an
implementation plan. Each statistical organization is
unique, and the guidelines should be adapted to suit
the needs of individual organizations.

This section will describe the following elements to
consider to develop an effective communications
strategy:

» values and principles

» environmental scan

» communications objectives
» audience segmentation

» communication channels

» content strategy

241 Values and principles

The communications strategy should be aligned with
the values and principles that underpin statistical
organizations and that are defined by the Fundamental
Principles of Official Statistics. These will guide the
development of the communications strategy and
decisions related to implementation.

The following values should guide the
development of a statistical organization’s
communications strategy:

» ethical

» independent (without influence)
» honest

» trustworthy

» transparent

The principles upon which a statistical organization
should establish its communications activities include:

» impartial

» visible/vocal

» equal access

» relevant

» timely

» flexible

» confidential/secure
» innovative

» use of appropriate tone, content and channel
for the identified audience

24.2 Environmental scan

An environmental scan provides information that
organizations can use to design new objectives and
strategies, or modify existing ones. Environmental
scanning is defined as the careful monitoring of an
organization’s internal and external environments
to detect early signs of opportunities and/or threats
that may influence current and future plans.

STRATEGIC COMMUNICATIONS FRAMEWORK—-PHASE 1
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The following elements should be considered in an
environmental scan:

> SWOT analysis—\What are your strengths,
weaknesses, opportunities and threats?
Strengths and weaknesses relate to the internal
environment. Opportunities and threats relate
to the external environment. See Figure 5 for
an example of a SWOT template that could be
used to guide this process.

» Stakeholder scan—\What are key stakeholders,
influencers and commentators saying about
your statistical organization? What issues are
other statistical organizations facing that may
be relevant to your organization?

> Past or similar activities—Have similar
activities been undertaken before? What were
the results or lessons learned? What changes
were implemented as a result? What worked
well, and what did not work?

» Market or opinion research—Externally, have
you tested stakeholder or public views through
surveys, focus groups or other market research?
Internally, are there employee satisfaction
surveys, focus groups or other feedback sources
that could provide insight into the level of
employee engagement and satisfaction?
Summarize relevant findings; do not just point to
a report. All research should be referenced and
made available to all interested parties.

» [Existing metriecs—Review metrics for important
insights into the statistical organization. The
review could include metrics from the organiza-
tion’s website, social media and networking sites;
contact centre metrics; and national and subna-
tional survey response rates. Identify both negative
and positive issues; these will help inform key
messages and communications activities.

24.3 Communications objectives

The foundation for a communications strategy is an over-
arching objective established by the organization’s lead-
ership. The objective should convey the need to align
the strategy to the organization’s corporate objectives.

Objectives can differ from one institution to another
depending on the country’s level of development, or
its statistical system. Objectives should be designed
to supplement each other and focus on what is to be
achieved.

Communications objectives generally focus on one
or more of the following:

» Informing—increasing awareness about
the importance of statistics in everyday life;
promoting official statistics and the work of
the statistical organization.

» Understanding—exchanging meanings,
learning, reducing misunderstandings and
misinterpretation of statistical data.

Figure 5. Example of a SWOT analysis template

« What your organization
does well

- What your organization
does not do well

- What makes your
organization stand
out from others

« What other organizations
do better than you

« What you need to improve
« The unique capabilities given the present context
and resources you possess
» What others perceive as
« What others perceive your weaknesses

as your strengths

« Partnerships or stakeholders
support

« What trends or conditions « Emerging competitors

could help you do your

job better » Changing public environment
or negative press coverage

« Emerging needs that
you could meet « Lack of resources or lack
of skilled workforce

« New channels or tools
that could help your

organization thrive

» Changes in legislation
or regulations

« Potential partnerships

16
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» Changing attitudes—shifting perceptions.

» Altering behaviour—persuading the audience
to act differently and heeding a call to action.

Objectives should be clear, measurable and specific,
but may also be qualitative. Their focus should be the
target audience outcome. What do you want the
audience to think, feel and do as a result of the
communication? Defined objectives turn a general
statement into a specific, quantifiable, time-sensitive
statement of what is going to be achieved and when.

24.4 Audience segmentation

Statistical organizations engage with and provide
information to a variety of audiences. They tend to
engage with their audiences directly (through targeted
releases) or indirectly (through the media).

Direct engagement is only effective if an audience is
clearly defined, its characteristics are known and the
message is directly tailored for their consumption.
Distributing a general, undifferentiated message to
several distinguished audiences will likely be less
effective than separate, tailored messages. There-
fore, segmenting the general public into different
groups based on a set of characteristics is the first
step to creating specifically tailored messages.

This section describes potential audiences and
groups. Some people may be members of more than
one group. The sum of all audiences is the general
public, which can be addressed as a whole.

Policy makers

Policy makers work in organizations, governments
and other authoritative bodies to develop and exe-
cute public policy. Their views of the statistical system
are often anecdotal and occasionally critical. Policy
makers may not be aware of the support that statistical
organizations can offer, or they may not be interested
in engaging with members of the statistical system.

Examples of policy makers could include:

» ministers, special advisors and senior civil
servants (current or former)

» mayors, local government cabinet members,
political advisors and senior officials

» Organisation for Economic Co-operation and
Development, European Union and United
Nations leaders and senior officials

Influencers

Influencers govern, control, oversee or question
policy makers, and influence their behaviour and
decisions. Their views are occasionally critical.
Influencers are more likely to see statistical outputs,
but they may not see the need for or the benefit of
engaging with the statistical community. They also
provide an essential channel to reach all citizens.

Examples of influencers could include:
» politicians
» members of think tanks and interest groups
» academics (students and teachers)
» commentators and senior journalists
» business leaders
» civil service leaders

» leaders from non-profit organizations
(the third sector)

Scrutinizers

Scrutinizers observe government, administration,
policy makers and influencers in a critical manner,
acting as watchdogs to increase accountability. They
believe their work is for the public good. Scrutinizers
can be supportive of statistical work, but they can
also be critical. Their views are typically not collected
systematically since they are generally vocal in
making their problems or issues known.

For policy makers, influencers, and scrutinizers, a
proactive and concerted communications effort is
the best approach to maintain these relationships.

Examples of scrutinizers could include:

» parliamentary committees and scrutiny committees
» other national statistical leaders

» international bodies (e.g., Eurostat, international
statistical organizations)

» statistical and digital bloggers, journalists,
commentators and social media influencers

» academics (students and teachers)
» information commissioners
» privacy commissioners and campaigners

» open data campaigners
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Partners

Partners are people or organizations that provide
statistical organizations with services crucial to core
statistical processes. Their satisfaction levels and
views of data providers are often unknown.

Examples of partners could include:

» funders

» survey respondents

» administrative data providers
» syndicators and aggregators

» academics and other innovators

General public

The general public is comprised of a variety of
audience groups with different interests and moti-
vations. For a statistical organization, reaching the
general public is not always a viable option since the
audience is too diverse. It is more effective to send
narrow, targeted messages to specific groups or
target audiences.

24.5 Channels

A channel is the medium through which a message is
transmitted to its intended audience. The best channel
for reaching a specific audience depends on many
factors, particularly regional/local circumstances.
There is also inherent risk associated with the use of
various communication channels as these channels will
change overtime with contexts and uses continuously
evolving. This section presents a list of communication
channels. Each channel has a particular set of char-
acteristics that supports different forms of content for
different audiences. For example, Instagram is well
suited to reach the younger population through short,
visual messages. However, this would not be the
recommended channel to reach senior citizens.

Using multiple channels to reach target audiences
is essential. However, this does not imply that every
channel must be used. The message must be
consistent, and content should be specifically
tailored to each channel.

Direct channels (owned)

Direct or owned channels are under the control of
the statistical organization and can be used to send
messages directly to the end user. Direct channels
are an effective option for reaching target
audience subgroups.

Offline channels include all means of communica-
tion in a non-digital format, mostly in the analogue
(or brick and mortar / paper) world. Offline channels
could include:

» direct contact between people (e.g., events or
press conferences)

» presentations by a statistical organization’s
representatives (e.g., conferences, courses
and seminars)

» printed media (brochures, reports created by
the statistical organization and advertising cam-
paigns [national or local))

The value of offline channels should not be under-
estimated. They can reduce misunderstandings and
can help build strong client relationships.

Online channels are digital communication channels
that can be accessed by devices with an Internet
connection, such as computers, smartphones and
tablets. This type of channel includes websites with
specific formats such as online video platforms, online
courses and Internet search engines (e.g., Google and
Bing) that index websites and online content.

Social media is another way to spread your message
online. One way to tap into target audiences is to
connect with people who have a large online following
(e.g., creative influencers, opinion makers and bloggers)
and to encourage them to share the statistical
organization’s message with their community.

Social media channels specialize in offering

direct contact between users and established user
communities. Most social media can be accessed
online through special applications installed on
users’ devices. Applications include:

» Facebook / Facebook Messenger
»  Twitter

» Instagram

» YouTube

» LinkedIn / SlideShare

» Snapchat

» Google+

» Pinterest

»  WhatsApp

» Flickr

» Facetime / Skype / Google Hangout
» Reddit
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There are also online platforms like crowdsourcing,
which invites the public to share data and information,
and there are always new channels on the horizon.
Future channels may use artificial intelligence (e.g.,
Alexa (Amazon), Siri (Apple), Cortana (Microsoft), and
Google Assistant).

Indirect (non-owned)

Indirect or third-party channels can be used to
reach groups beyond those identified in the direct
channels. They are the best option for reaching the
general public. Examples include:

» press/media (print media, broadcasting
media and online news media [often part of the
mainstream media]), which distinguish between
general media (nationwide news media, regional
media), and targeted media (business and
professional titles)

» online social media communities (organized around
influencers such as YouTubers and bloggers)

Statistical organizations can nurture these channels
by partnering with them to serve their information
needs. These partnerships can allow for a greater
level of control over external messages and can
help ensure that stories include the statistical
organization’s information.

Indirect or third-party channel groups are outside the
direct control of the statistical organization. These
channels can reach a large audience that would not
normally be accessible to a statistical organization.

Crossovers

Extra exposure is gained when a message that is
successfully launched in an earned audience on
social media is picked up by a news medium (e.g.,
newspaper, radio and television) and redistributed

to its audience. This is called a crossover. A statistical
organization’s message can migrate from direct social
media channels to indirect channels. A crossover is
likely to happen when there is a lot of engagement
or debate within the targeted social media community
(e.g., when other influencers start to participate in the
debate). A crossover can also work in the reverse
when a message that starts in news media goes
“viral” on social media.

241.6 Content strategy

An effective content strategy maps out the right mix
of channels to reach the identified audiences. The
content (message) must also be tailored to the

audience subsets. A successful campaign knows

the audience and reaches them through a variety of
channels. A cross-media approach leverages a variety
of channels so the audience gets the optimal message.
The following paragraphs outline the steps to develop
a content strategy.

Identify the audience

It is important to identify the audience that the statistical
organization wants to influence before starting to
communicate. It is necessary to conduct demographic
research, create audience profiles and analyze the
impact that the issue has on the audience. This may
involve examining the audience’s current position
toward the product, service, program, organization or
issue, and identifying any barriers to changing their
awareness, attitudes or behaviour.

Choose channels

Based on the audience profile, the next step is to
analyze the most effective communication channels
to engage them. It is important to assess the charac-
teristics of each channel and consider the awareness,
knowledge, attitude and behaviour of their users.

Choose content type

The strategy should indicate the best content formats for
each channel. Some suggestions include the following:

CHANNELS PRODUCTS

Social media » short video (<1 minute)
» simple infographic
» image

Online » video (<2 minutes)
» text and graphs
» images
» podcasts
» blog/crowdsourcing

Print broadcast » text
» graphs
» infographics
» images
Event » live streaming

» presentations
» press conference
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Develop key messages

Key messages are the main points that you want the
target audience to hear and remember. They are an
important part of the communications strategy—they
create meaning and headline the issues to discuss.

Key messages must address the communications
objectives and align with communication values and
principles. These messages can be incorporated into
communication tools, such as media releases, fact
sheets, webpages, social media posts or signage.

If the communication campaign relates to a specific
issue, an environmental scan should be performed
prior to creating the key messages. Changes in the
environment may lead to changes in the messaging.
Who is talking about the topic? What is their
position? What is going on locally, regionally and
internationally? Is the issue political or legislative?
Have there been methodological changes or
unexpected results?

There are two steps to construct key messages:

1. Clarify audience objectives—Identify the audiences
and what to say to them. Is it important to increase
their awareness, improve their understanding,
or change their perceptions or behaviour? In
other words, what does the organization want
the audience to think, feel or do? Key messages
should link back to overarching communication
objectives.

2. Create messages—Key messages should be
clear and succinct, and written with the target
audience in mind. The communicator should
write messages from the audience perspective.
Focus on what the audience cares about, and
show what benefits them (not what benefits
the statistical organization). Messages should
be written in plain language, without jargon or
bureaucratic prose.

The key messages should cover three key elements:

1. Describe what is happening using the five Ws
(who?, what?, when?, where? and why?)

» Who should care? Why should they care?
What's in it for them? (benefits)

» What is happening?

» When is it happening?

»  Where is it happening?

»  Why is it happening? (context)

2. Call to action

»  What should the audience do?

3. What is the one take-home message that the
audience should remember?

The following questions may help to create the
key messages:

» What information is currently being communicated?
Does it need to change?

»  What are the benefits to the audience?

»  What is the one take-home message that you
want the audience to remember if they forget
everything else?

» What is the story? How can you make the
message relatable?

Matching key messages to audiences

Once the overarching key messages have been
identified, it may be necessary to further tailor the
messages to specific audiences and/or channels.

Key messages need to be targeted to audiences
and channels. This ensures that the communication
reaches the right audience with the right message
for the right channel.

Set the timing or periodicity of your campaign

A calendar can be useful for planning several
products in combination. To engage indirect media
(press/news media) and influence them to develop
high-impact, prominent news products, the following
techniques can be used:

» create an in-house release (press conference)
with a short media lock-up; make spokespersons/
specialists available to journalists

» release information by owned media with a
longer embargo period (no lock-up, but controlled
distribution to trusted media parties)

» set arelease time for the convenience of news
media (e.g., midnight, afternoon)

» develop social media posts, videos, email blasts

» provide technical backgrounders and reports
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Evaluate the campaign impact for each channel

Evaluation is a key component of any communication
activity. It helps to understand what worked well and
provides lessons learned for the planning of future
activities. For more information on how to evaluate
communication activities, please refer to Chapter 3.

Guidelines to develop a crisis
and issue management strategy

Within the broader context of a strategic communica-
tions framework, it is critical to remember that some-
times things go wrong. All statistical organizations
encounter challenging issues and sudden crises.
The purpose of crisis and issue management is to
mitigate the damage that adverse events may trigger
by ensuring that statistical organizations are well
prepared to respond to problems publicly, in a timely
and appropriate manner. Sometimes the immediate
task might simply be quieting a sudden uproar.
Other times, it might be the more laborious work

of re-establishing trust.

Though it may be hard to remember in the middle
of a high-stress crisis or troublesome issue, adverse
events also provide an opportunity for a statistical
organization to reinforce its brand and demonstrate
the organization’s commitment to integrity and trans-
parency in concrete and visible terms. Challenging
events can originate within the statistical organiza-
tion, or externally.

Internal issues could include:

» statistical issues—estimation errors,
methodological shortcomings

» corporate issues—corruption, conflict of interest,
incompetence, unwise public statement by an
employee (especially on social media)

» continuity issues—system failures
(e.g., website down)

» security issues—confidentiality breaches
External issues could include:

» reputational attacks—allegations of bias,
distortion and fake news

» political interference (real or perceived)—
premature disclosure of data by political actors,
pressure to change or reschedule releases, and
national or international political instability

» continuity issues—severe weather events, cyber-
attacks, and violence in or near the worksite

» statistical issues—stakeholders challenging
data (e.g., affected groups disagree with
organization’s estimates)

Many of these events will require coordinated
responses from multiple areas within the statistical
organization. Staff in information technology, statistical
methods, administration, security, etc. may have
significant roles to play. In some circumstances, a
business continuity team may be assigned overall
responsibility. In all cases, however, corporate
communications will be vital.

2.24 Crisis and issue management
principles

At the heart of crisis and issue management lies the
brand that the statistical organization has crafted

(see section 141 Branding). Effective crisis and issue
management builds on the institutional values the
brand embodies (taking advantage of the organiza-
tion’s reputation for integrity and accuracy) and works
to reinforce or re-establish that brand by demonstrating
the organization’s commitment to transparency and
accountability, even under trying circumstances.

Consistent with general communications
principles, during an adverse event, a statistical
organization should

» communicate facts as quickly as possible
» provide updates as circumstances change

» ensure the safety of its community and the
continued operation of essential services to
its stakeholders

The statistical organization should convey what it
knows in a timely fashion, using multiple forms of
media. It should not speculate. Providing factual
information is especially important in the first minutes
and hours of a crisis. The goal is to be transparent,
accountable and accessible to all stakeholders, while
respecting legal and privacy obligations.

2.2.2 Crisis or issue?

Not every adverse event is a crisis. Understanding the
difference been a crisis and an issue is essential to the
development of an appropriate and effective response.
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Figure 6. Crisis/issue Matrix

Impact o
in the future

High
Threat to long term reputation
or

High level of media, social
media and/or political attention

Medium
Threat to short term reputation
or

Medium level of media, social
media and/or political attention

Low
No threat to reputation

Only certain groups interested

_________________________________________________

The two primary considerations to assess whether
an adverse event constitutes a crisis or an issue
are the level of immediacy and the threat level. Some
communications experts recommend decision matrices
with many more considerations. Regardless of the
specific methodology chosen, distinguishing issues
from crises will always require a degree of sound
professional judgment. Therefore, in the crisis/issue
matrix above, some cells have a gradient shading to
indicate that decisions are not always clear-cut. For
example, an adverse event that takes place in real
time with a medium threat to the organization might
be considered a crisis in some circumstances, and
an issue in others.

A crisis can be identified when an adverse event is
currently taking place or will take place in the imme-
diate future, and when the risk is severe or the level
of attention paid by outside actors is high. A crisis is
characterized by a threat to an organization’s long-
term reputation. Crises have the potential to disable
or interrupt an organization’s operations. Crises may

High level attention and
approval required

Decide whether to take action

Low level attention and
approval required

Planning to prevent or mitigate
damage

Substantial resources

Highest level of attention and
approvals required

Monitor situation

Planning to prevent or mitigate

Resource appropriately

Attention and approval levels
to be determined

Monitor situation

Planning to prevent or
mitigate damage

Resource appropriately

Low level attention and
approval required

Monitor situation

_________________________________________________

include injury, iliness or death, and typically garner
high levels of attention in the traditional media, on
social media and in the political establishment.

Examples of crises could include:

» leak of data before the announced release
date (either accidental or deliberate)

» delay in issuing high-attention indicators past
the announced release date

» significant error in data that have been cited by
a public official and detected after release

» employee misconduct (arrest or public blunder)
» high-profile cyber attack

» prominent figure attacks the integrity or
accuracy of statistical organization

If the crisis requires a response by the statistical
organization, that response needs to be immediate.
The organization’s top leadership will need to be
aware of the situation and be involved in decision
making. Finally, a full response to a crisis typically
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involves multiple bodies, including a variety of
specialists within the statistical organization, and outside
actors such as media, stakeholders and partners.

An issue, by contrast, can be identified when an
adverse event can reasonably be anticipated in the
future, or the threat level and attention level are
moderate. When addressing an issue, the statistical
organization’s staff often have adequate time to
assess the situation, understand the problem, and
consider multiple solutions before selecting and
implementing an approach to reduce the negative
impact. All or most critical operations can continue
as normal. No injury, illness or death has occurred.

Examples of issues could include:

» embarrassing misprint in a published news release

» delay in issuing a low-attention indicator past
the announced release date

» government closure due to a delay in passing
a budget

Depending on the nature of the issue, the organiza-
tion’s top leadership may need to be aware of the
situation and be involved in decision making. In other
cases, issue management can be delegated to middle
or even front-line management. Again, a full response
to an issue may involve multiple specialists within the
statistical organization as well as outside actors.

The purpose of issue management is to identify
potential problems early, and to implement strategies
that will resolve the issue in a manner that produces
a positive (or at least neutral) outcome for the organi-
zation. Effective issue management greatly reduces
the likelihood that a situation will evolve into a crisis.

Examples of crisis communications roles

» The Executive Oversight Board strategically
plans the crisis communications policy.

» The Crisis Communications Team (CCT)
determines and enacts the communications
tactics best suited to the crisis situation.
Additional members may be called upon
when deemed necessary by the core CCT.

» The management in charge of the area that
is involved in the crisis resolves the situation
and keeps the CCT informed. The Senior
Executive for the affected program joins the
CCT for the duration of the crisis.

Conversely, an inadequate response to an issue
increases the likelihood of a subsequent crisis. There
are no guarantees; therefore, all issue management
strategies must include careful monitoring of any
ongoing situation to recognize when a tipping point
into a crisis may occur.

In many ways, strategic issue management is structur-
ally similar to crisis management in that it follows the
same general sequence of steps. However, there
may be more flexibility in developing a response to
an issue since there is more time to weigh options,
consult with stakeholders, and decide on appropriate
and effective mitigation procedures.

The following sections will first address crisis
management in a communications context, and then
will discuss how issue management differs.

2.2.3 Crisis management

There is no universal process for managing crises.
Different external environments and internal cultures
will lead to different approaches. Figure 7 demonstrates
a crisis management process that uses a strategic,
planned and controlled approach. Individual statistical
organizations might start here and modify steps as
required, or they may read it for ideas but design
their own procedures from scratch.

PHASE 1—ADVANCE PLANNING

The purpose of advance planning is to assign
responsibilities, define procedures, prepare draft
responses (standby statements) to be used during
a crisis, and obtain organization-level buy-in before
any adverse event takes place.

Examples of team membership

The team will consist of senior management officials.
At a minimum, the core team will include:

» Head of statistical organization

» Deputy Head of statistical organization
» Director of Public Affairs

» Senior Executive for Communications
» Senior Executive for Administration

» Additional members that may be called upon
when deemed necessary by the core CCT
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Figure 7. Crisis communications process example
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Advance planning begins with establishing the
organizational infrastructure necessary to respond
rapidly with full organizational authority. The first, founda-
tional step is to establish a crisis communications team
composed of senior management, and to delegate
broad institutional authority to the team. The crisis
communications team is the central element in any
crisis communications plan. The team determines
and enacts the communications tactics best suited

to the crisis situation, and must have the appropriate
authority to act on behalf of the organization with
little or no further consultation. An explicit assignment
of responsibilities makes this possible.

The normal structural activities common to all teams
must take place, such as collecting and distributing
contact information, establishing ground rules
(e.g., quorum and decision-making process) and
determining expected team communication vehicles
(e.g., teleconferences or in-person meetings). These
activities have particular significance in the context
of this team since they need to take into account
the possibility that a crisis will not schedule itself
conveniently during regular working hours when all
team members are present at their desks.

In addition, the team should allocate specific roles

to team members. These roles and responsibilities
may change depending on circumstances, but
approaching a crisis with default predetermined
assignments simplifies and streamlines the response.

Finally, if any crisis communications team members
would benefit from additional training on their roles and
duties, then that training—including periodic refresher
training for all team members—must be arranged.

Establishing the organizational infrastructure also
includes developing and fostering a good early-warning
system. This starts with implementing a solid environ-
mental monitoring program, where both traditional
media and social media are tracked continuously in
as close to real time as is feasible.

Embedding threat identification within the organiza-
tional structure can fill gaps that media monitoring
does not cover. This means instituting a corporate
culture where staff at all levels are on alert for
potential threats and adverse events, know how
seriously the organization treats such threats, and are
aware of both the importance and the procedures
for reporting events up the organizational ladder to
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senior management. This is critical to recognizing
internally triggered events before they become part
of a public conversation. Although staff may be
reluctant to acknowledge problems or to bring
problems to the attention of their superiors, commu-
nicating and frequently reinforcing an institutional
message of “no surprises” is key.

To strengthen the early-warning system for externally
triggered events, it is also useful to develop relation-
ships with outside stakeholder networks so that they
are also encouraged to recognize adverse events
and threats that might affect the statistical organiza-
tion, and so they know whom to notify.

The second stage of crisis management advance
planning involves thinking ahead to potential threats
and preparing optimal reactions. This activity can be
broken into seven steps.

STEP 1
Review lessons learned from prior experiences

All statistical organizations have experience
responding to adverse events, whether a formal
crisis management plan has been in effect or not.
The starting point for future planning involves reviewing
effective past responses, missteps that hampered
previous responses, and how previous responses
could have been improved.

Crisis management plans should also be reviewed
and refreshed on a regular basis, and always in the
aftermath of a completed crisis.

STEP 2
Identify likely crises

Based on past experience and on an assessment of
the current technological, social, and political climate,
generate a list of potential adverse events that the
statistical organization may face in the future. Try to
include as many reasonable crisis situations as
possible without being diverted into outlandish or
low-probability events.

There is overlap here between crisis and issue
management, on the one hand, and risk manage-
ment on the other.3 In particular, the risk management
assessment process includes identification, analysis
and measurement, and weighting (i.e., prioritizing
risks). Risk identification can feed into communica-
tions planning by pinpointing some of the more likely

issues and crises, though it cannot be expected to
identify all the threats a crisis communications plan
should address. Crisis and issue management, in
turn, can feed into risk analysis and weighting by
specifying measures that can be taken to mitigate
problems when they arise.

STEP 3
Define key audiences

Understanding the audiences and stakeholders that
a statistical organization may need to reach when
responding to an adverse event depends, in large
part, on the nature of the event. There are many
potential audiences that will want information during
and following an incident, and each has its own infor-
mation needs. The challenge is to identify the most
significant set of stakeholders for a given situation, and
to anticipate the type of information that can and
should be provided to them.

For a statistical organization, potential audiences
might include:

» data users

» respondents

» teachers and students

» journalists (conventional and new media)
» other government agencies

» political appointees

» employees

Audiences are not just passive recipients of infor-
mation; they may also be key allies in implementing
constructive responses to adverse events. Just like
external stakeholder networks can assist a statis-
tical organization in threat identification, they can
also be helpful defending a besieged organization,
and can sometimes make statements that would
be inappropriate for the organization to make itself.
Expressions of support from external stakeholders
may have a higher level of credibility within their
networks than the same statements issued by the
statistical organization.

STEP 4
Plan scenarios

Once a list of potential crises and the key audiences
associated with each one has been developed, it is
time to plan effective communications responses.

3 See https://statswiki.unece.org/display/GORM/Risk+Management for additional details.
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Planned responses need to include:

»  What will be communicated?
»  When will it be communicated?
» How will it be communicated?

»  Who will do the communicating?

Among other considerations, the preferred commu-
nication channels need to be specified. Should the
organization’s response be in the form of a press
conference, a news advisory, a website post, a tweet,
or some combination of these?

Planning needs to be as realistic as possible, taking into
account that the early stages of a crisis are typically
filled with a great deal of uncertainty, and possibly
with incorrect information within both the statistical
organization and the public coverage.

There are situations where the best response by a
statistical organization is not to issue any communica-
tions at all. However, when the organization determines
that communication is in the best interest of the
organization and its stakeholders, the communica-
tion needs to be rapid, honest and reliable. Often
this translates to an initial statement (e.g., “We are
assessing the situation and will report when we know
more”), followed by further detail once the situation

is better understood.

Planning also needs to account for the fact that,
when other institutions become involved in an
adverse event, the required coordination between
organizations often delays effective responses and
communications. This may be especially true when
law enforcement or other branches of the judicial
system are engaged.

Statistical organization employees can be different from
external stakeholders in terms of their information needs
and the channels available for reaching them. Therefore,
it can be beneficial to include specific examples of inter-
nal stakeholder outreach in scenario planning.

In addition to developing scenarios for specific situa-
tions, it can be useful to develop a generic scenario that
lays out a sequence of steps that can be referred to
when completely unanticipated situations arise. This
generic scenario will be fairly vague, but can serve as
a helpful starting point to manage crises that take a
statistical organization by surprise.

Scenario planning is best done as a group, including
the members of the crisis communications team and
others with insight into past successes and failures.

STEP 5
Prepare standby statements
(could be included in Step 4)

Some statistical organizations have procedures in
place that require that public statements go through
one or more levels of review and approval (often
including a legal department) before they can be
issued. The higher the visibility of a communication,
the more stringent the review and approval process
tends to be. This can impose substantial delays on
communications, during which, in the event of a swiftly
unfolding crisis, the opportunity to mitigate damage
can be diminished or effectively eliminated.

Standby statements arc draft communications
templates that address a particular type of problem
and include placeholders for specific detail.

Example of a standby statement

At (X:00 PM/AM date), the Statistical Organi-
zation announced that data from the (date and
name) news release that was scheduled for
release on (time and date) were inadvertently
released from the website. The release can be
found here: (link).

Standby statements are written, reviewed and
approved in advance. Therefore, when an organization
is responding to a crisis under time pressure, details can
be inserted and the statement can be issued quickly.

Standby statements provide an opportunity for the
statistical organization to explicitly reference its
brand by embedding key messages. This must be
approached delicately so as not to generate offence
or ridicule, but can be effective when done well.
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STEP 6
Conduct simulation exercises

A plan is only useful if it can be executed properly.
Testing the crisis communications plan is critical
for two reasons:

» Testing uncovers shortcomings, gaps and
inefficiencies in the plan.

» Testing prepares participants to successfully
perform the activities their role requires.

Generating an actual crisis for testing purposes

is risky, so a simulation exercise is required. Tabletop
exercises have proven useful in evaluating and
practising crisis communications plans.

A tabletop exercise is an activity where the crisis
communications team, led by a facilitator, gathers
to walk through simulated emergency situations.
Members of the crisis communications team review
and discuss the actions they would take in response
to a particular scenario, testing the crisis plan in an
informal, low-stress environment. The tabletop
exercise clarifies roles and responsibilities, can
identify additional personnel who would need to
be pulled in as the crisis evolves, and can identify
additional mitigation and preparedness needs.
Tabletop exercises also work as a reminder of small
but important details, such as alternate assembly
points and whose responsibility it is to contact
political appointees if the organization head and
deputy are both unreachable.

Tabletop exercises are never completely realistic,
and therefore cannot provide a comprehensive test
of operational capability. They are, however, low cost
and relatively easy to conduct, and as such can be
repeated on a regular basis.

Any deficiencies in the plan uncovered by the
tabletop exercise should be corrected.

STEP 7
Be prepared

Crises are inevitable. Statistical organizations must
integrate that understanding into their organizational
culture and prepare rigorously. This includes practising
responses until they become ingrained. To be
successful, advance planning needs to integrate
lessons learned from previous crises, be comprehen-
sive and detailed, and ensure buy-in from the highest
level of the statistical organization.

PHASE 2—EXECUTING THE PLAN

The purpose of the execution phase is to efficiently
and effectively manage a live crisis. When an
adverse event has been detected and reported,
the communications manager must

» quickly gather as much information available,
» alert senior management,

» launch the crisis communications team.

Typically, the first report of an adverse event does
not include complete information. It can take hours,
sometimes even days, for the full scope and impact
of an event to be known. It may take even longer for
the cause to be reliably identified.

The communications manager will need to make a
rapid judgment call: based on preliminary, incomplete
and possibly inconsistent information, is the situation
sufficiently grave to launch the crisis communications
team? Perhaps the greatest pitfall to avoid at this stage
is being too thorough in investigating the situation,
thereby losing valuable time. Once launched, the crisis
communications team can follow a sequence of steps.

STEP 1
Assess the situation

The preliminary information the team receives is
probably incomplete and possibly inconsistent.
Nevertheless, the crisis communications team
needs to evaluate the information on hand and
determine whether to treat the situation as a crisis.
If not, the matter can be referred to other parties for
issue management or program-level follow-up.

If the situation is a crisis, the team should continue.

STEP 2
Consult the crisis communications plan

The crisis communications team will find the
scenario in the crisis communications plan that either
addresses the existing situation or is close enough to
the existing situation that it can be used as a model,
or they will use the generic scenario. The selected
scenario will provide guidance on whether an active
or reactive communications strategy is desirable, or
if no communication at all is preferred.
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STEP 3
Confirm or tailor plan elements

Since few, if any, actual crises will conform exactly to
the scenarios detailed in the crisis communications
plan, the chosen response during initial planning
needs to be reviewed. The crisis communications
team must either affirm that the plan should be
executed as originally envisioned, or modify
elements of the plan to better suit the specific event.

The elements that must be confirmed or tailored include:

» Kkey audiences
» response strategy/sequence
» standby statements

» communication channels

STEP 4
Implement the strategy

At this point, the crisis communications team has
a detailed roadmap of actions to take and should
implement the chosen strategy with the agreed-

upon modifications.

The key to a successful crisis management execution
phase is an efficient and effective process with timely
decision making.

PHASE 3—EVALUATION

The final stage, after the crisis has been weathered,
is to follow up on any promises made during the
event (such as providing more information or being
available for an interview), and to evaluate the effec-
tiveness of the completed communication process.

The review process should occur promptly to ensure
that the lessons learned are fresh and comprehensive.
The evaluation results should trigger a review of the cri-
sis communications plan to improve future responses.

2.2.4

Strategic issue management is similar to crisis
management in basic structure, and follows the
same general sequence of activities. Since the
immediacy of an issue may be less than that of a
crisis, there is often more flexibility to develop and
implement a response, including time to collect

Issue management

Establish Infrastructure

Embed issue &
threat identification
in organization

Develop

relationships
with stakeholders

Institute
environmental
monitoring

Before Issue
Breaks

Discuss Procedures

Review lessons
learned from prior
experiences

Identify likely issues

Discuss scenarios Be prepared!

Assess Threat

Investigate event
(preliminary)

Alert appropriate
level of management

Launch issue
management team

Triage: crisis, issue
or neither

As Issue
Unfolds

Develop and Execute Plan

WV

Continue to collect
information

Consult experts
and stakeholders

Identify key
audiences

Develop strategy Draft statements Implement strategy

of activities

Review success

Derive lessons
learned
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additional information, weigh options, consult with
experts and stakeholders, decide on appropriate and
effective mitigating procedures, and refine the
strategy as the situation unfolds.

Some issues can be highly time-sensitive. For these
situations, it is recommended to follow the more
thorough steps outlined in crisis management.

PHASE 1—PREPARATION
Issue management shares the early-warning
infrastructure with crisis management.

A statistical organization only needs one environmental
monitoring program to track traditional media and
social media. Any disquieting activity that might result
in an adverse situation should be reported to the
communications manager, who can pass the informa-
tion on to either the crisis communications team or
other officials at the organization or project level

for issue management.

Issue management shares the embedded threat
identification within the organizational structure and
the relationships with external stakeholder networks.
Therefore, all parties are encouraged to recognize
adverse events and threats that might affect the
statistical organization, and they know whom to notify.

Like crisis management, issue management benefits
from advance planning. However, this planning does
not need to be as rigorous or detailed as crisis
preparation planning.

Example of issue management

Offensive language in randomly selected barcodes

It is a good practice for management and senior
staff working either at the project level or at the
organizational level to meet periodically and discuss
known risks and how they might turn into issues.
Appropriate responses to potential issues should
also be considered at this time, especially in the
context of which organizational units might be
involved in crafting effective mitigation strategies.
Risks, potential issues and potential responses
should be documented, at least informally.

Finally, just like in crisis management, organizational
preparedness to face both predictable and unexpected
issues is likely to lead to better outcomes.

PHASE 2—AS AN ISSUE UNFOLDS

The initial threat assessment in issue management

is similar to that in crisis management, and may
involve many of the same people or groups. When
an adverse event has been detected, reported to the
communications manager and passed on to project
or organizational management as a potential issue,
that manager or group must evaluate the information
and decide whether to treat the situation as an issue.
If the event should be treated as an issue, a manager
or management group should be assigned to follow up.
Depending on the specifics of the situation, manage-
ment could be mid-level or upper management.

On Saturday, September 16, 2017, a journalist contacted the Australian Bureau of Statistics (ABS) to query

a survey form barcode that included an offensive word. The codes used to generate the unique barcodes
used an algorithm generating more than two quintillion combinations (2,000,000,000,000,000,000) of
letters and numbers to generate highly secure barcodes. Within 40 minutes of the query, the ABS was able
to identify that the code was authentic and issue a public statement acknowledging the issue, apologizing
for not undertaking an offensive word check on the barcodes, and offering the opportunity for anyone
affected to have their code/form replaced. Investigations were undertaken to confirm that this was a
computer-generated code and that no human intervention had occurred.

The ABS ensured that all existing barcodes with offensive words were not issued. The story appeared

in the media four days later (September 20).

There was only one reported issue of this type.

STRATEGIC COMMUNICATIONS FRAMEWORK—-PHASE 1

29



The initial information the issue management

group receives is probably incomplete and possibly
inconsistent. Unlike with crisis management, the
issue management group may have sufficient time to
conduct further investigation before being forced to
act. The better the issue management group under-
stands the situation, the better they can react to it.

Also, the issue management group may have
sufficient time to consult with colleagues within the
statistical organization (especially those with special
expertise or who have encountered similar situations
in the past) and stakeholders outside the statistical
organization.

From this point on, the process is conceptually
almost identical to that of crisis management. The
issue management group identifies key audiences,
develops a strategy, drafts statements (in this case,
final statements rather than standby statements),
selects appropriate channels to distribute the message
and implements their strategy. The biggest difference
between issue management and crisis management
is that there may be sufficient time to evaluate the
success of the mitigation efforts while the issue is still
active, and to fine-tune or revise the strategy based
upon this ongoing assessment.

While mitigation efforts are being developed and
communications strategies are being implemented,
the issue management group must be mindful of the
possibility than the issue could cross a boundary and
become a crisis, in which case a crisis communica-
tions procedure would be required.

PHASE 3—AFTER THE ISSUE HAS

BEEN RESOLVED

Similar to crisis management, the final stage after
an issue is no longer active involves evaluating and
documenting the effectiveness of the completed
communications process.

This review should occur promptly to ensure that the
lessons learned are fresh and comprehensive.

2.2.5 Communication and
risk management

There is an important connection between crisis and
issue management and risk management.* Effective
communication is a critical component of both.

Information, communication and reporting comprise
one of the five components of the 2017 Revised
Enterprise Risk Management Framework issued by
the Committee of Sponsoring Organizations of the
Treadway Commission.® Enterprise risk management
requires a continual process of obtaining and sharing
necessary information from both internal and external
stakeholders, which flows up, down and across

the organization.

Communication is an important tool for disseminating
information and promoting awareness and understand-
ing of risks and risk management decisions. To ensure
that relevant information is collected, organized,
synthesized and shared, statistical organizations
should establish a communications approach that
supports the enterprise risk management framework
and facilitates the effective application of

risk management.

Risk management is a broad process to prevent

a risk from materializing and to reduce its conse-
quences. A crisis communications plan is implemented
when an event has already taken place and risk
management has failed. Communications strategies
and plans could be fundamental responses and
controls to prevent a risk from occurring and to
mitigate a risk’s impact and consequences.

Furthermore, a communications process itself

can have risks that must be identified, assessed
and managed. It could be useful to apply the risk
management approach to communication planning
to limit the inherent risks of the communication
response, and to prevent communications from
become an exacerbating factor that trigger further
escalation of an issue or crisis.

4 See https://statswiki.unece.org/display/ GORM/Risk+Management for additional details

5 See httpsy//www.pwc.com/us/en/cfodirect/standard-setters/coso.html#coso-erm for additional details.
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CHAPTER 3
EVALUATING EXTERNAL COMMUNICATIONS

The Communications Maturity Model described in
section 1.2 can be used to evaluate the effectiveness
of an external communications function. The model
can be used to evaluate the effectiveness of the
organization’s communications function and to
identify areas for improvement. This chapter explicitly
examines the importance of evaluating communica-
tions activities, and the ways in which evaluation

can be conducted.

All communications activities should be measured
and evaluated to confirm that they achieve commu-
nications objectives. As Peter Drucker famously said,
“what gets measured gets done.” Measurement and
evaluation should be a consideration throughout a
communications activity and should not wait until an
activity has concluded.

Done effectively, measurement leads to iterative
improvements to communication. Evaluation can
guide future activities and strategy development.
Measurement also presents opportunities for
continuous improvement and helps organizations
develop an understanding of the impact of communi-
cations activities. In turn, an evaluation demonstrates
the tremendous return on investment that good
communication can provide.

The most common form of measuring communication
activities is the use of Key Performance Indicators or
KPIs. According to the website KPl.org, “KPIs are the
critical (key) indicators of progress toward an intended
result. KPIs provide a focus for strategic and operational
improvement, create an analytical basis for decision
making and help focus attention on what matters.

KPIs should be identified at the start of the activity,
not when the final results are in. KPIs should demon-
strate the impact of the activity on organizational
goals and, if they are already in place, provide an
effective benchmark that allows for easy tracking of
improvements and progress.

When developing KPlIs, it is important to recognize
and distinguish between output measures and
outcome measures. Output measures track the
statistical organization’s activities. These are typically
reasonably easy to collect. Outcome measures
track the effect those activities had on the intended

audience. These are often difficult, sometimes
impossible, to collect. Nonetheless, outcome
measures are the gold standard of evaluation.

Three types of common communication
measures can become KPlIs:

» Activity-based—if no other measures are
available, report what you did (e.g., three
newsletters, 10 seminars and seven webpages).

» Measures of communication channels-
quantitative measures (e.g., number of web-
page hits and views, dwell times, phone calls,
attendees, Twitter retweets/likes, Facebook
comments/followers) indicate the uptake of
information.

» Analytical-these measures bring quantitative
measures together and complement them with
qualitative understanding. These are the most
detailed measures, and they provide a deeper
understanding of performance. They address
awareness, understanding, behavioural change,
sentiment, share of voice, ownership and the
difference between creating and informing
the news.

Using a combination of measures, particularly with
an increased use of analytical measures, can help to
evaluate the contribution that communication makes
to the overall project outcome.

It is important to recognize the difference between
communications objectives and business/program
objectives. Communications objectives typically
focus on what the audience is expected to think,
feel or do differently because of the communications
activities. Business/program objectives present the
results that a manager hopes to achieve in a project
or business enterprise. Recognizing the difference
allows for a separate and objective evaluation of each
set of objectives. For example, communications
objectives could be met, but the project may not
have met all its business/program objectives. This
usually means that the initial business/program
objectives were faulty.
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Thinking about objectives can help identify issues or
areas for improvement within the communications
or program implementation. It also promotes the
maturity and professionalism of the communications
industry.

A number of questions can be asked to help assess
the success of communications objectives separately
from the success of the business or project.

These include:

» Did you reach the right audience?

» Did you use the right communications tools and/
or channels?

» Did your audience understand your messages?

» Were decisions taken as a result of
your messages?

» Did the target audience take action as a result
of your messages? Was it the desired action?

» Did you comply with the budget? If not, why?

»  What would you do differently next time?

In addition to these questions, consider the following
PROOF principles when measuring or evaluating
communications activities:

» Pragmatic: Use the best available information
source. Do not seek to generate perfect numbers
instantly. Metrics should be fit for purpose. It is
important to use what you have and to improve
it through iteration.

COMMUNICATIONS
it - ACTIVITIES
To increase awareness » Stakeholder
of x issue. engagement

» Information
sessions conducted

»  Web copy updated

» Press release
issued

» Realistie: Always seek to prove the things
you can or acknowledge those you cannot.
Evaluations should stick to the facts and only
state what you know. Do not extrapolate
meaning or conflate correlation with causation.

» Open: Record and share as much as possible.
Do not hide results. Remember that communi-
cation objectives and business/program
objectives are different, albeit closely linked.

» Objective: Remain honest now to learn for the
future. Recognize both successes and failures.
Record lessons learned.

» Fully integrated: Make evaluations ever-
present, not add-ons at the end of an activity.
Monitoring and evaluation should be embedded
into your communications strategy, which is why
you should start monitoring and evaluation at
the beginning of your project.

Figure 9 presents a method to align objectives with
activities and lessons learned.

KEY PERFORMANCE

INDICATORS LESSONS LEARNED

» Number of media The approach must be

mentions multi-channel and key
» Number of messages need to be
website hits fully integrated.

i undertaken

_________________________________________________

_________________________________________________
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CHAPTER 4
CONCLUSION AND RECOMMENDATIONS

The High-level Group for the Modernisation of Official
Statistics has recognized that a strategic communica-
tions approach is an essential component to maintain
and enhance the relevance of official statistics in
today’s society.

Across the globe, statistical organizations are at
varying levels of maturity in terms of their communi-
cations function. However, all have recognized the
importance of building and maintaining relation-
ships not only with expert users, but also with the
general public. An effective communications function
guides the development of a strategic approach to
protect, enhance and promote the organization’s
reputation and brand.

This framework proposes a number of components
that statistical organizations should consider when
developing a strategic approach to its communica-
tions function. The following summarizes the recom-
mendations presented throughout the framework.

Recommendations

1. Itis important for all statistical organizations to
control and own their brand. To stakeholders, a
successful and distinguished brand heralds quality
and elicits trust and loyalty. An organization’s
branch should evolve and adapt to organiza-
tional and environmental changes.

2. One of the most important considerations
when developing a brand is to do so holistically.
This facilitates a smooth embedding process
and ensures staff remain engaged with the
defined values.

3. Statistical organizations can use the Communi-
cations Maturity Model to gauge their current
maturity level, identify areas for improvement
and design action plans to reach the desired
maturity level. The Communication Maturity
Model can also be used to evaluate the organi-
zation’s communications function and activities.

8 https://unstats.un.org/unsd/dnss/gp/fundprinciples.aspx.

. Professional communications programs will

look different from one statistical organization
to another, depending on the organization’s
needs, objectives and available resources.
There is no preferred or recommended
structure. However, there are eight broad
functional areas that statistical organizations
should consider: leadership and management;
strategic communications and brand manage-
ment; media relations; content creation; website
management; stakeholder engagement; social
media; and digital media, graphic design
and visualization.

. The communications strategy should be aligned

with the values and principles that underpin
statistical organizations and that are defined by
the Fundamental Principles of Official Statistics
(United Nations, 20149).

. To guide the development of an effective

communications strategy, statistical organizations
should consider the following elements: values
and principles, environmental scans, commu-
nication objectives, audience segmentation,
communication channels, and content strategy.

Effective crisis and issue management is critical
to protect and maintain a statistical office’s
reputation. All statistical organizations should
establish a crisis communications and issue
management process to better prepare the
organization to respond quickly, efficiently and
effectively when a crisis or issue occurs.

. Crisis communications and issue management

protocols should be tested, and lessons learned
from the testing and implementation of the
processes should be used to inform and further
enhance the organization’s preparedness for
successful responses.
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ANNEX 1
DEVELOPING A NEW BRAND

Case Study: Statistics Canada’

Developing and embedding a new brand should be
an exercise in inclusivity, where the resulting brand
is one that immediately resonates with those who
encounter it. It should feel familiar, but also fresh and
exciting with. Statistics Canada describes some of
the steps that are being taken to develop their new
position, all of which are transferable for national
statistical organizations and should be considered
best practice:

1. Public opinion research: In 2018, Statistics
Canada conducted research to collect feedback
from Canadians on the Agency and its programs.
These findings were then complemented with
secondary research in Canadians’ perceptions of
government, their media consumption habits and
engagement patterns.

2. Setting the vision for Statistics Canada:
Through consultations with employees (Town Hall
sessions) across the country, the Communications
and Dissemination Branch (CDB) was able to create
vision and value statements for Statistics Canada.
These were then submitted for senior management
approval. The vision took into account public percep-
tions (from public opinion research), and employees’
views (Town Halls), thus ensuring it resonated with
the public and aligned with internal values. Employee
consultations also provided information to assist in
modernization efforts including perceptions of the
Statistics Canada organizational culture.

3. Branding and recognition: Using the insights
gathered with the above research, along with the
vision and confirmed values, a visual identity is
being developed and messaging guidelines to be
distributed and aggressively promoted internally
and externally. This will optimize message cohe-
siveness and impact every time Statistics Canada
reaches out to and engages with Canadians.

4. Engagement: Creating new engagement

platforms and tools, and developing a framework
to coordinate all engagement and communication
activities and — more importantly — identifying and
fostering synergies to increase reach and impact.

5. Market intelligence: Continued guidance and
facilitation of targeted communications activities
and stakeholder relations, through the establishment
of a business intelligence body that will leverage
internal and external datasets. This will support the
identification of behavioral, social, demographic,
geographical, attitudinal, and other characteristics
that are relevant to the target audiences with which
the Agency engages. The Centre will guide Statistics
Canada’s communications with partners, stakeholders
and the public through better understanding of
information needs, growth opportunities, and
information consumption habits.

7 Case study provided by Statistics Canada. For questions or further enquiries, please contact Statistics Canada.
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ANNEX 2
ISSUES MANAGEMENT®

Case study: Australian Bureau plans. These plans complemented the issues
of Statistics management framework and provided independent

assurance over processes.
The Australian Bureau of Statistics (ABS) established

a comprehensive issues management framework to The Issues Manager worked closely with the Risk
categorize, manage, coordinate and respond to issues Manager to monitor emerging issues that potentially
arising from program operations. This included appoin- required a risk management strategy to resolve.
ting a designated Issues Manager and a small team Equally there was a strong working relationship with
comprising at any time between 4 to 6 staff members. the Fraud Manager in the event that issues involved

suspected fraud.
The issues management team established strong

working relationships across all work program and The issues management framework ensured a
developed issue management plans for each work common understanding of terminology amongst
stream. These plans were in place early in the process all work streams and a clear understanding of the
to enable the efficient handling of issues as they arose. escalation path.

Two companies were contracted to provide external
expertise in business continuity and issues manage-
ment and to assist with developing issue recovery

1 1
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1 1
1 1
1 1
1 1
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v Assess !
1 . 1
! Person identifies Eventlooum Inform severity ;
' somethin stream lead !
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. (using assessment .
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8 This case study is excerpted from the Australian Bureau of Statistics Report on the conduct of the Australian Marriage Law Postal Survey
2017, pp. 46-50: http://www.abs.gov.au/ausstats/abs@.nsf/6630eff525d4cdclca25763e00757541/7cbde85f96095fa4ca25822400162fc2/$-
FILE/700652_ABS_AMLPS_A4_Report_Conduct_0118_FA4.002.pdf/700652_ABS_AMLPS_A4_Report_Conduct_0118_FA4.pdf. For questions
or further enquiries, please contact the Australia Bureau of Statistics.
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Incident

A one off event,
minor project impact

A problem impacting on project outcomes
but not damaging organisation,
could develop into a crisis

A situation that needs addressing
urgently — has impact on
reputation

______________________________________________

The Operations Management Team included all
work stream leads and was responsible for reporting
issues at the daily operations meeting. This ensured
that all work streams were aware of the issue and
any possible impact on other work streams.

The Issues Management team was responsible for:

» overseeing the execution of issues manage-
ment plans and determining actions required
to delegate and respond as appropriate

» monitoring the resolution of issues

» identifying crises for escalation to the
Crisis Management Team

The Crisis Management Team was responsible for
ensuing business continuity in the event of an issue
impacting on the organization’s reputation.

The issues management framework adopted
agile processes to work through issues and used
a Kanban board to facilitate conversations with the

°
Operations Report to daily
Management Team EpEETes Tz

Record in

Management Team| issues register

@m Enact issue
ManagementiTeam management plan

____________________________________________________

Issues Management Team and work through the
priority areas; people, security, integrity of data,
communication and reputation, processing, customer
experience and business as usual. This process was
useful in identifying key priority areas requiring action
and quick resolution of issues.

Issues Management Kanban

To effectively and efficiently manage issues that
occurred outside business hours, a secured virtual
conference number was established, with a supporting
‘virtual’ Kanban board to guide the discussion.

An Issues Response Room was established and
equipped with video conferencing; communications
media monitoring; workstations; whiteboard to allow
the Issues Management team to work through issues
in a secure location. Utilization of tools such as Skype
Chat Rooms; SMS group contacts; and external
conferencing enabled communication to flow
effectively and efficiently.
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A total of 8 issues arose during the operations of the
Australian Marriage Law Postal Survey (AMLPS) with
the majority of issues occurring in the early stages of
the program, in particular the period where survey
forms were being mailed out (between 12 September
2017 and 25 September 2017). All issues were resolved
well before the close of the survey, with the majority
closed within a day of the issue occurring.

Throughout the AMLPS there were no issues
elevated to a crisis situation.

Issue management case study: 1

Attempts to sell survey forms online

On 30 August 2017 the media reported the sale
of survey forms online via sites such as eBay and
Gumtree. This action raised serious security concerns.

The ABS engaged quickly with online marketplaces
such as eBay, Facebook, Gumtree, Amazon, Alibaba
and Digital Industry Group seeking their assistance
to remove any listing and an assurance that future
listings would be blocked and promptly removed.

The sale and/or purchase of survey materials or
responses may be an offence under the Census and
Statistics Act 1905 or the Commonwealth Criminal
Code. Penalties for these offences range from

fines to imprisonment.

All allegations of fraud or criminal actions were inves-
tigated by the ABS and where appropriate referred
to the relevant authorities for investigation. A total of
18 matters were referred to police for investigation.

Issue management case study: 2

Bogus Australia Post worker using torch to
identify No responses

On 13 September 2017 an individual claiming to be
an Australian Postal worker tweeted that they were
using a torch light held against the reply paid envelope
to see the response on the survey form and throwing
out No response surveys. This raised issues around
tampering with survey responses, privacy concerns
and the integrity of Australian Postal workers.

Australia Post investigated and confirmed that the
person was not an Australia Post employee and
noted that tampering with mail is a Commonwealth

offence and carries serious penalties. Examining the
contents of a person’s mail that is not approved to
do so is punishable and could face imprisonment of
up to two years. The criminal consequences were
highlighted in responses to media questions and in
media appearances by the Taskforce lead.

There was no visible identifying information on any
response form such as a name or an address to
identify an individual and therefore there was no
breach of privacy.

This fake claim about Australia Post’s handling of
forms was an isolated report and there were no such
incidents at any point in the process.

Crisis management simulation

The ABS engaged a public relations agency to
facilitate an issues workshop to test the Issues
Management team readiness to prevent, prepare,
respond and recover in a crisis situation. A set of
scenarios were used that focused on the management
of likely crises and the efficiency and effectiveness of
the public and internal communication channels.

The scenarios ranged in complexity and covered
threats to physical security, data integrity, sabotage,
staff safety and theft. This approach proved highly
useful and was able to inform the ABS’s approach
to risk management, issues management and

fraud control.

Complaints

Members of the public were able to lodge feedback
with the ABS through the marriage survey website.
The ABS received 800 complaints from the public
through this form. The complaints related to:

» the fact that the survey was being conducted
» concerns about personal privacy
» a broadcast SMS message sent by a campaign
» skywriting by a campaign
Where appropriate the ABS referred complaints

to relevant areas within the ABS and to relevant
government departments and agencies.
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Crisis Communications Team Charter
and Strategy Development®

As identified in Chapter 2; section 2.2 — Guidelines
to develop a crisis and issue management strategy
(page 23), three groups are traditionally involved in
the development and implementation of a crisis
communications strategy:

» The Executive Oversight Board strategically
plans the organization’s crisis communications
policy, including developing the Crisis
Communications Strategy and chartering
the Crisis Communications Team.

» The Crisis Communications Team determines
and enacts the communications tactics best
suited to the crisis situation. More specific
responsibilities are outlined in this charter
and in the Crisis Communications Plan.

» The management in charge of the area that
is involved in the situation that brought about/
most impacted by the crisis is responsible for
resolving the situation and for keeping the
CCT informed with the latest information on the
status of the crisis. The Senior Executive for
the affected program (if program-specific) or
designee joins the Crisis Communications
Team for the duration of the crisis.

Crisis Definition

A crisis is a significant event that prompts substantial,
often sustained, news coverage and public scrutiny
and has the potential to damage the organization’s
reputation and image. A crisis could be precipitated
by an emergency or a controversy.

» An emergency is a fire, hurricane, crime or
other event that presents a threat and typi-
cally involves a response from police, fire or
emergency medical personnel. These types of
crises are typically handled by the Office of

Administration as part of the organization’s
Emergency Response and Evacuation
procedures.

» A controversy better describes events such as
a case of early data release or questions of data
veracity from prominent figures.

This example focuses primarily on controversies
and the approach to address external communica-
tions for high-profile emergency situations.

Crisis Communications Team Charter

The Crisis Communications Team is the central
element in the organization’s Crisis Communications
Plan. The Team determines and enacts the communi-
cations tactics best suited to the crisis situation.

Authority

The Crisis Communications Team has the authority to:

» Communicate with political appointees and
other agencies on the situation

» Activate a crisis communications response
» Communicate with stakeholders during a crisis

» Determine when a crisis is over

Membership

The Team will consist of the statistical institution’s
senior management officials. At a minimum, the core
team will include:

» Head of the statistical institution

» Deputy head

» Director of Public Affairs

» Senior Executive for Communications or designee

» Senior Executive for Administration or designee

° This example is based on the U.S. Bureau of Labor Statistics (BLS) Crisis Communications Plan. It has been edited to remove personally
identifying information and to clarify some of the specifics of the U.S. statistical system. For questions or further enquiries, please contact

the U.S. Bureau of Labor Statistics.
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Additional members may be called upon when
deemed necessary by the core Team:

»

Senior Executive for Information Technology
or designee

Senior Executive for Field Operations or
designee and Regional Executive (if in their
Region) or designee

Senior Executive for affected program
(if program-specific) or designee

Roles and Responsibilities

Once developed, the specific duties of the Team
will be found in the Crisis Communications Plan. In
summary, the Crisis Communications Team will:

»

work with the appropriate key personnel
responsible for managing and resolving
the crisis

gather information and identify what, if any,
actions should be taken

determine whether it is in the best interest
of the institution and the public to issue
a response;

if action is required, tailor the response to that
specific crisis by creating and disseminating
key messages and working with the media

respond to key audiences in an open and
honest manner

identify and implement necessary corrective
actions to address the situation and protect
the mission and reputation of the statistical
institution; and

evaluate the crisis communications process
and improve methods for potential future
Crisis communications.

42
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ANNEX 4
COMMUNICATION CRISIS RESPONSE EXAMPLES

Overview

When a statistical organization is faced with
communication crisis situation, the following steps
can be followed to ensure the situation is handled
effectively and efficiently.

In any situation, it is best to first check the Crisis
Communications Contact List for names and phone
numbers. Keep in mind that all statements must be
approved before they can be used. Below you will

find examples. Please insert information or select alter-
native wording when you see (statements in bold).

Standby statements are initial announcements stating
what is known and what has been verified. They
provide the institution with time to properly assess
the situation and organize appropriate responses
specific to the event.

Example 1 - Generic Communication
Crisis Scenario Response™

The following example offers advice on how to
generically approach a communication crisis
situation and the steps to be taken within the
first eight hours.

Steps to take:

1. Determine if this is a crisis. If media are involved
or if the statistical institution’s reputation could
be impacted, it should be handled as a crisis:
Notify Crisis Communications Team (within 5
minutes of report).

2. Verify the facts of the situation (who, what,
when, where and how) (within 10 minutes).

3. Depending on the urgency of the situation,
post an initial statement on appropriate channels
(e.g., website, Twitter) and share the same
statement with the media (within 10 minutes):

We are aware of recent public reports
concerning the Agency. We are reviewing
the situation and will provide more information
as it becomes available.

° pid.

4. Conduct the appropriate notifications (within
10 — 30 minutes). If the media are involved,
notify political stakeholders immediately
(e.g., the Minister’s Office).

5. Issue a standby statement to the subscription
list, place it on website and place a link on
Twitter or other appropriate social media
platforms (within an hour or when confirmed):

The Agency is aware of (what happened)

at (location) involving (who) that occurred
today at (time). We have no further information
at this time. If and when we do, we will issue
another statement.

6. Internal communications: Use the standby
statement with an additional paragraph, to notify
employees and to allow them to answer calls
(within one hour):

The Agency confirms that (what happened)
at (location) involving (who) occurred today
at (time). We have no further information at
this time. If and when we do, we will issue
another statement.

All questions from the public about this state-
ment should be directed to the Director of
Public Affairs, (name and phone number).

7. As more information becomes available, the
Director of Public Affairs will issue an additional
statement (within an hour or as information
is available):

Regarding (what happened) at (location)
involving (who) which occurred today at the
Agency, further review shows (reasons for
event) and (resolutions of event).
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8. Prepare key messages explaining what 5. Ifitis a law enforcement matter,
happened. These key messages should also
be used as recommended speaking points for
political stakeholders, if deemed appropriate
by senior management (within three hours):

a. The Director of Public Affairs will use the
following standby statement using the appropri-
ate or all available medium (e.g., phone, email,
text) (within 30 minutes or as needed):

What happened (clear, concise and
factual information) and action to be
(or has been) taken.

We are aware of the incident being reported
in the media with potential involvement by
an Agency employee. Because this is a law
enforcement matter, (name/title) of the
(law enforcement authority) will be handling
all further inquiries about this case.

9. If the statistical institution is taking action,
monitor mitigation actions taken by the
management in charge of the crisis area to
determine if any additional communications

are warranted (ongoing). b. Internal communications: The Director of

Public Affairs will notify the Senior Executives
of the event and will remind managers to
direct questions about this statement to the
Director (within 30 minutes):

10. Monitor media coverage throughout to determine
what is being said, by whom, how and when. Keep
political stakeholders, the Crisis Communications
Team and appropriate officials informed and
determine when the crisis is over (ongoing). We are aware of the incident being reported

in the media with potential involvement by

an Agency employee. Because this is a law
enforcement matter, (name/title) of the

(law enforcement authority) will be

handling further inquiries about this case.

Example 2 - Specific Communication
Crisis Scenario Response™

The following is an example of a high impact crisis
situation involving an employee of a statistical

institution. This example offers advice on how to Any additional questions from the public
approach the situation and the steps to be taken about this statement should be directed to
within the first eight hours. the Director of Public Affairs, (name and

phone number).

Steps to take:

6. Ifitis not a law enforcement matter (such as
a social media blunder by an employee), but
media are requesting information, direct all
inquiries to the Director of Public Affairs.

1. Ifthere is media coverage, Contact Crisis
Communications Team as soon as the issue has
been identified (within 5 minutes of report).

2. Verify the facts (who, what, when, where and
how), identify who, if any, police authorities are
involved, and obtain the contact person’s name
within these authorities (within 10 minutes).

a. Initial statement to be used by the Director
of Public Affairs using the appropriate or all
available medium (e.qg., phone, email, text)
(within 10 minutes):

3. Ifitis a law enforcement matter, contact the
Solicitor’s Office (within 10 minutes). We are aware of the incident being reported

in the media with potential involvement by an
Agency employee. The Agency will look into
this and we will get back to you as additional
information becomes available.

4. Notify political stakeholders (e.g., the
Minister’s Office) (within 10 minutes).

" ibid.
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b. Once the facts are confirmed, the Director
of Public Affairs will issue a standby statement
using the appropriate or all available medium
(e.g., phone, email, text) (within 30 minutes):

We are aware of the incident being reported
in the media with potential involvement by an
Agency employee. The Agency can confirm
that this person is an employee. | cannot pro-
vide further comment on personnel matters.

c. Internal communications.: The Director of
Public Affairs will notify the Senior Executives
of the event and will remind managers to
direct questions about this statement to the
Director (within 30 minutes):

We are aware of the incident being reported
in the media with potential involvement by an
Agency employee. The Agency can confirm
that this person is an employee. | cannot pro-
vide further comment on personnel matters.

Any additional questions from the public
about this statement should be directed to
the Director of Public Affairs, (name and
phone number).

7. Monitor media coverage throughout to determine
what is being said, by whom, how and when.
Keep political stakeholders, the Crisis Communi-
cations Team and appropriate officials informed
and determine when the crisis is over (ongoing).
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ANNEX 5
RE-BRANDING

Case study: Statistics Poland™

Background

At the end of 2017 — after years of using a well-known
and recognizable, yet very outdated and old-fashioned
logo — Statistics Poland introduced a new logo and
visualization system. Additionally, apart from the old
logo, there was no coherent visual language used in
the organization, nor did it have any formal visual
identity system.

The inspiration to propose a change in visual identity
was two-fold:

» to adapt and align the logo with other initiatives
and activities aimed at rebuilding the image of
public statistics as a modern institution responding
to the needs of users;

» the centennial of the creation of Statistics Poland.

The objectives were:

» 1o be perceived as modern, innovative, open
and approachable for users of data and as an
essential element of the state’s information
infrastructure and information market;

» to build a uniform visual identification for all
statistical products, including publications.

We adopted a multi-faceted approach to the rebranding
process, including many internal stakeholders.

The first step was an open competition for the new
logo and visual identity.

» The whole process was preceded by a call for
tenders that lasted approximately six months.

» The competition was open for everyone, and
the criteria were published.

» The jury consisted of lecturers of fine arts from a
well-known academic institution and statisticians
responsible for our office publishing policy.

» The winner was a graduate of fine arts with
an impressive portfolio who had won prizes
in other competitions.

» Before we announced the winning design,
we confirmed with the Polish Patent Office
that the project was original and did not violate
any copyright.

» The new logo was presented at a press
conference with Statistics’ Poland’s President
announcing the winning design and thereby
introducing the rebranding initiative.

» Along with the new logo we introduced a complex
system of visual identification with specific fonts,
colors, templates, a refreshed layout of printed
and digital publications, press releases (one of
the first changes), web pages, official letters,
emails, etc.

The second step was the implementation of the new
visual identity within the organization.

» Templates (of official letters, e-mails) were
developed and made available to employees.

» Renewed layout of statistical publications (both
printed and digital) were introduced. This was
a complex process and cooperation between
departments was essential, as publications are
produced in many different organizational units.

» To ensure consistency across the organization,
we formed a Publications’ Rebranding Team
with experts from various departments who
analyzed issues related to the rebranding of
our publications.

» In 2018 we published the first output featuring
the new visual identity.

The final step was the total qualitative change in the
area of statistical publications. It should be noted that
this change was not only about the transformation of
the publication’s appearance but the transformation of
the publishing series. The priorities of the publication
process were changed, with a one-step resignation
from purely tabular publications without analytical
commentary, to only analytical publications, moving
the dissemination of data to database tools and APIs.
The new graphical language enabled a more attrac-
tive presentation of advanced statistical analyses.

2 Case study was provided by Statistics Poland. For questions or further enquiries, please contact Statistics Poland.
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Another critical change was the introduction mandatory
bilingual publishing — Polish and English. These changes
were made easier for organizational units to adapt with
the purchase and implementation of modern desktop
publishing tools, preceding and accompanying the
application of the new visual identity.

Public reaction

As expected, the reaction of the mainstream media
was limited and mixed. It was neither strongly neg-
ative or overly enthusiastic, as the long-used logo
was recognizable and deeply anchored in Statistics
Poland social perception.

Internet users (mostly anonymous and comment-
ing on press web pages) questioned the financial
aspects of the project and asked questions about
its budget. Others commented on the new logo and
compared it to other signs already present on the
market, suggesting excessive integrity and simplicity,
and lack of distinctness and clarity.

The reaction from general social media users was
generally cold, and naturally correlated with the
negative attitude towards public administration in
Poland. The comments reflected a perception of
ineffectiveness of the logo, excessive spending
and questioned the need to spend public funds
on visual identification.

Simultaneously, experts and authorities in the area
of branding appreciated the concept of a modern
logo and welcomed the visualization. Also, the
transparent selection process was acknowledged
by the professionals. They underlined the relatively
low cost of the logo and visualization system.

The new visual approach also resulted in many positive
outcomes, such gaining many new followers who were
not previously aware of Statistics Poland ’s presence in
social media channels.

Statistics Poland’s response

The response strategy emphasized the transparency
of the competition (the criteria, the jury members,
the selection process and the winner’s prize) and
the cost of the project (which was relatively low cost
compared to similar competitions or public tenders
taking place around the same time). We stressed that
that costs included the entire visualization system
including the introduction of many new elements of
our communication toolkit.

We also transparently communicated the rebranding
process — informing people why it was necessary and
the improvement of the institution’s communication
and dissemination activities.

Before the project started, we were aware that
spending public funds for this type of initiative was
particularly sensitive. We assumed the majority of the
expenditures would be limited to the organization of
the competition and the creation of a visual identifi-
cation system. We did not anticipate the costs and
timing associated with the need to change existing
graphic elements (e.g., signs on buildings). As a
result, we had to reduce further the project’s budget
to accommodate these changes. This resulted in a
positive outcome as the actual cost of the project,
when compared with similar projects in other public
administration units, was lower.
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Rebranding issues

The visual identification system changed layouts,
graphs, tables in print and digital publications and
press releases. The goal of these changes was to
provide consistency across all organizational units
(including regional offices).

However, the new system resulted in a change to
employees’ daily work and this resulted in several
challenges.

» The change exposed some deficiencies of skills
associated with the use of text editing and graph-
ics tools and the rigorous application of rules and
templates to ensure compliance with the new
language of visual communication. Unfortunately,
the implementation strategy did not identify the
essential training needs of the employees. Due
to the lack of financial resources, the decision
was taken to begin implementation and accept
the initial difficulties that ensued. Gradually em-
ployees acquired the skills they required to work
with the new system.

» The rebranding was initially perceived by em-
ployees as an obligation — a new rule to follow.
The improvements and positive values were
overlooked and some staff, who generally
found it hard to adapt to change, were
slightly frustrated.

Externally, users were also impacted.

» The introduction of the new visual identity in
publications also changed the classification of
the publishing series.

» A small number of external users were unhappy
about the discontinuation of old forms and the
transition to electronic data dissemination.

» Some advanced users, often using data in
publications, were confused. They couldn’t
find the desired data in its usual place in
publications and press releases.

Lessons learned

The most important thing in rebranding is clear, trans-
parent communication about why it is necessary and
the benefits of the change.

A strong communication strategy should help em-
ployees understand the reason for and the purpose
of the rebranding exercise. Employees need to know
to what extent the change will impact their work and
what kind of support they will receive from the orga-
nization (ie training.).

We recommend implementing a new visual identity
system as an inclusive process with the participation
of all organizational units that will use the new identi-
fication on a daily basis.

In the case of rebranding, it should be communicated
how the new system will be chosen and the institution’s
rationale for choosing that approach.

Externally, it is also a good practice to consult
(if possible) and communicate, in advance, the
planned changes in publications/press releases
with users.
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